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Acceptable use agreement (pupils and parents/carers)

At DHSZ digital technology is used throughout the school to support students’ learning
objectives and course assignments. Please remember that technology is a privilege,
not aright. In order to maintain a safe environment, all students are required to observe
the terms of this policy. Failing to do so will result in the removal of access to digital
technology within the school and possible further disciplinary procedures.
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Acceptable use of the school’s ICT systems and internet: agreement for students
and parents/carers
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When using the school’s ICT systems and accessing the internet in school (on
school device or a personal mobile phone or other personal electronic device):

The student will:

EERAFRMEENBERARFURTEERBIHDEEME (BEFEBagFE N AFIN
FEABPMABFES) |

Big:

¢ Only use them for educational purposes during the school day (8:00-4:30), and
study hall.
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¢ Not access any inappropriate websites (including but not limited to material of a
violent, criminal or pornographic nature).
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e Not access social networking sites or chat rooms (unless my teacher has
expressly allowed this as part of a learning activity).
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Not access or play on any games/gaming sites during school hours (8:00-4.30)
or study hall.
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First check with a teacher before opening any unknown attachments in emails or
following any links in emails.
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Act responsibly and not store any inappropriate materials or files (including .exe,
viruses etc.) in any online or offline school provided drives.
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Not use any inappropriate language when communicating online, including in
Teams, 0365, emails and other tools used.
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Keep my password secret and not share it with others or log in to the school’s
network using someone else’s details.
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Use integrity to appropriately cite all internet sources and research used in my
work and not plagiarize (or use as my own, without citing the original creator)
content, including words or images, from the Internet.
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Keep myself safe by not arranging to meet anyone offline without first consulting
my parent/carer or if in boarding a teacher or without adult supervision.
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Respect others by never taking, posting or sharing pictures or videos of other
people without their consent. This includes making memes or stickers of others
without consent and the sharing of this. This applies all the time and, in any
circumstance, (for example but not limited to, out of school, on residential and
day trips, or in the boarding house)
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Respect privacy by never posting my personal information or anyone else’s
without consent (including names, personal details, address or phone number
etc.).
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Never post photographs of myself or anyone else in school uniform or in front of
the school that can let someone identify where | am.
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Never livestream at school, including while in boarding or of other students
without their consent.
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Respect myself and others by never sharing or taking explicit photographs or
videos of myself or anyone else (including images of others undressed or
partially undressed, sexting, upskirting, pornography etc.). Sharing any explicit
photographs or videos of yourself and/or others is a crime and can be reported
to the police.
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Immediately let a teacher or other member of staff know if | find or receive any
material or messages which might upset, distress or harm me or others. | will
provide copies of any such material or messages.
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Not use my mobile phone during lessons, tutor group time, CCAs, study hall or
other activities organised by the school, without a teacher’s permission.
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Agree that the school will monitor the websites | visit.
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Always use the schools ICT systems and internet responsibly.
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e Understand that the only acceptable form of electronic communication between
students and teachers is either via the school email or the school IT systems
(such as Teams messaging).
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e Be responsible for wilful or negligent damage caused to computers or any
electronic devices belonging to the school.
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e Cyberbullying will not be tolerated, including but not limited to, exclusion,
roasting, polling, hacking, impersonating, screenshotting, exposing, uploading
anything without consent, outing, harassing and cyberstalking are all
examples.
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e Do not be mean. Do not send emails or post comments with the intent of
scaring, hurting, or intimidating someone else. Engaging in these behaviors, or
any only e-activities intended to harm (physically or emotionally) another
person, will result in disciplinary action and loss of privileges. In some cases,
cyberbullying can be a crime. Remember that your activities are monitored
and retained on the internet.
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e Agree to report any signs of cyberbullying to a teacher or member of staff
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e | am responsible for my device usage and online presence not only in school
but outside of school. Once | share or post anything online it is there forever.
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e Remember to use integrity and respect yourself and others.
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e Ifany Al tools are used, they should only be used for educational purposes and
not to plagiarise, copy, or produce work that you may claim as your own. Al
tools must not be used against others. For clarity, the use of Al tools in Art,
Music or IT projects will be considered academic malpractice.
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e Alimages or videos should not be created or shared depicting any student,

staff or member of the wider DHSZ community. In such cases school discipline
and relevant local laws will apply.
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Students review and endorse this document electronically*. The Student AUP is
also added to the Student Planner and the Student Dashboard.
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Parent/Carers: The Student Acceptable Use Policy will be shared with new families
upon enrolment and with current families at the start of the year.
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